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The Data ; Explosmn’
e 1996 e ) /_,__/' >
— Google handles 100TB of dai—arﬁ"l)(EAR
e 2010 :;L%—';;-:.eﬁ-ﬁ%#-*:-:::'f’-’i""- i
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— Google handles’ 160TB in 1 SECOND
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Major Technology Chan//es

e Hard Dr|ve Storage DenS|ty j/ -
—Increasing exponetlally DS
— Price mvetsely pﬁto@or‘ro’ﬁéﬂf

-

. 1989 $36'/'IVI‘B‘ pizie] 10T 10017 1636 86A | GB
. 1994 $1 / MB e $1.024 / GB
« 2000 $0.02 / MB = 77$20,/ GB

- 2010 $0.00006 /MB = = $0.07/GB
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Storage Challengesr’/
A
e Data safety and integrity .~ _~" _
/
— Higher storage densrty / same-ﬂj"m factor
* 1989 typical. hart:L_' [0 1000 1

« 2010 typrcal hard drrve 1TB
e 26,000 x the data — Same Physical Area

. Minor physical surface damage.now
affects 26,000 x more data




To Store
Mo re Data
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Technlcal Factors s

/

File sizes mcreasmg ,,,....-/ -

/

— Same data in a.1995 Word Dee‘rf'v_\l akes
around.10x thes,t_f ge-S |

Migration: from Mail: to e- mall

Migration from paper to e- paper

Software less “compact”
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Busmess Factors /'/

_ At e | L Sl

e Business Drlv_e_rs 2R Lol L
— Risk a’naIyS|s S ,_....-—-

— Marketing H,__L,-m*-; ::"‘""""' QUL

— Customer sérwce

— Ease of access

— (Building) Space saving
- BCP

— Compliance / Regulatory
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Late 50’s to Early 60
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[ ate 70’s to Mid 80’3/,

Picture Coutesy of Jkbw Picture Coutesy of Appaloosa \
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Mid 80’s tb Current Day -
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- Evolution Of Portab..le St@’}ége




JOUBLE
LAYER

Pictures Coutesy of Payam 81 k]
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major da?ta;“tess wﬂ’r shtjt within 6
months



Compames una Tesume
operations within ten days of a
data disaster are not Ilkely to

survive

(Strategic Research Institute)




Every week 140,000 har
drives ¢rash in the United
States.

(Mozy Online Backup)



cost upwards of $7 500 and
success Is not gug_[gnteed
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34% of companles FAJL/t'O't/st
tape backu:ps @f"these that DO,
77% have found tape back -up
fallures it
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e Shiftin rlsk Ry -
o From ™ i beaai il T e

— Nat Cat -
e TO
— The push of a button

— Breakdown
— Loss of a laptop or flash drive



Head Crash ? =~ -
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I\/Iajor Technology Chan//es

e Solid State dlsplacmg Electro Met,'ha.nlcal
— SSD Drives in laptops now. c.amnr"n

—Improving: -J:m.t yet matuTé"t"chnology
. Fast BUT = ;7 w0
e Limited Ilfespan |

— Increased security risk / reliability issues



>
SSD / Flash Issues >

. Advantages . Dlsadva/tagés
— Fast. . 3 | o = Limit -
— Quiet Jelatus _,_lD-te-IOD"GOO cycles
— No fragmeﬂtatmh f-*"""” per cell
Issues I 188 s 11 « Mitigated by “Wear
Levelling”

— Physically robust

— Security Issues
— Flexible form factor Lty

~» Caused by Wear
Levelling”






Cyber / E-Risks -
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SQL Injection y
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Buffer Overflow "

EVIITWIn — Cross SiteyScNptingy
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. Defen(ie_

o Backup-

Key Strategles

/ A
O




e g e j f'//'-/\ p
Key Strategles 2 Sk

&

o Defence et
| —Hardware Based

« Firewallg 2 an 0 o !

— Software Based I Security &
* Virus Defence / Internet Security Intru3|on
e Corporate “Lockdown” Prevention

 Encryption

FEC N



Disk errorlng LS
/
« Two (or more) |dent|cal dISkS / -

» All writes and deletlons
byte  SEuSRsRdeimnIrl ooy

’ ' R ¥

'-\




RAID & S
CRUS® o
e Several (usually |dent|cal) drly,es’ -
— Data strlped across dI‘IVE.S"'
—Sometlmeswne 'i.'_é'é

-vﬂ--y.""l""""--'!l'

— Data strlped by a controller / software

& e
- -~
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Data Server

"-.\_

‘Raid Array” -

Disk 1

Raid Controller

Hot Spare
Contains file
allocation
tables
for disks 1 - 3




RAID A

« Advantages | | . Dlsadva)agés

— High protectlon Ievel Sy Dowf’nate
— Limits downtime. AR le-point of failure
— Speed of da%%béss gl s CompIeX|ty
— Modest cost of /" = Many proprietary
individual drives - __solutions
— Dlsparate benchmark
standards

3 ’ | \



Backup
Strategies
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Key Strategies .~ _~

o Backup e
— Hardware Bas ed ‘
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. Advantages
— Simple-
— Robust technology
- Reasonamyﬁosi
effective - =700
* Disadvantages

— Lengthy testing and  Z—
recovery tlmes " é;m',;l-m

;;)‘EM;'IITEB QICso
— Tape storage L

3 :
Pictures courtesy of Stetpro (B) & Darkon;\



Disk To Disk

 Advantages
— Simple:
— Robust technology
— Cost effectwe
— Swift recovery -

 Disadvantages

— Second location
needed

Pictures courtesy of Stetpro (B) & Darkone (1\
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. Advantages
— High protectlon Ievel

0 Dlsadvantages SN
—-Secondlacaﬂon _ if2
needed r s

Q" (< [ B
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Pictures courtesy of Stetpro (B) & Darkone\\



Online . ,

“Second Layer” . .-zt
Solution =~ . _ Corporate
Advantages 2, e,
— Automated SRR SN PRCRVEOR, orey i
— No second: I.OCBIIOI‘I ¥ __..#----""""""'H ‘
— High qualﬂyﬁatacentr@s |

— High protection level’. /= 7 77/ Ievell

— Multiple backups _ é DEEUD

— Some Insured Solutions g, €

— Swift data recovery . Daidcentra™

Disadvantages

— Limited by connection :
speed =t

T

= ; wn i\\k —
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Key Strateglee /

. Data Recovery et "‘“"ﬁ-'*‘f
- Online restore . . SO
— Media basﬁ.' 'f ‘-

Y 17 ey

— Disk recevery

"f!“







Insurer Responsesf”/r
e In Europe: < / »-
| —
_ Data written on manoline Cc}mp‘u' er

Policies.and. .as S.ubllmrt—-to'MB'

— Limits vary: J-from $OOO s to $000,000's
_ Warranties / Conditions

« Backup — offsite — no Iess than’ every 48h

* Firewalls
e Anti virus software requirement




Summary, .~
o LS
: I\/Ioores/KrydersLaws S S

— Storage density will double every yeﬁ.r-—/

« Business Requrrements ,___.----"'"
— Ifitis possmte to store -more—~more will be stored
— Dependency: shift to-critical more prevalent

o Effects ......
— EXxposure in data subllmlts IS compressed
— Pressure to increase sublimits

— Frequency and severity WILL rise where msureds
do not take adequate precautions if not mandated.
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